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Abstract. We present a very high degree multivariate cryptosystem. This means that
it consists on polynomial maps over finite fields. The encryption map is the composition
of alternated linear maps and matrix exponentiations, whereas the individual elementary
maps form the private key. This system allows for reasonably short keys, and it does
not rely on the hardness of discrete logarithm or integer factorization, which makes it a
suitable candidate for a post-quantum use case.
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Introduction

All widely used public key cryptosystems rely on the computational hardness of either the
integer factorization (RSA) or the discrete logarithm on Galois fields (El Gamal) or elliptic
curves (ECDH). All these problems can be reduced to computing the period of a discrete
function, which can be solved in polynomial time by a quantum computer running Shor’s
algorithm [6].

In 2016 the NIST called for candidates for standardization of quantum safe (postquantum)
public key schemes. The open call ended on November 2017 with 83 proposal of 17 countries
most of them based on lattices, error correcting codes and (quadratic) multivariate systems.

The multivariate schemes consist in a series of polynomial maps over finite fields that can
be easily reversed individually, whose composition is hard to reverse without knowing the
elementary components.

In this talk, we describe the multivariate scheme DME that we presented to the NIST
based on a new construction of the central maps. In this scheme, the elementary pieces are
three linear maps, alternated with matrix exponentiations. The resulting composition is a
map with very high degree and a moderate number of monomials.

1. Matrix exponentiations

Let F be a finite field of q = ps elements, where p is a prime integer. We have that the
map

F −→ F
x 7−→ xq−1

maps every element in F∗ to 1.

Definition 1.1. Given an n×m matrix M = (mi,j) with integer coefficients, the map
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(F∗)n −→ (F∗)m

(x1, . . . , xn) 7−→ (
∏n

i=1 x
mi,1

i , . . . ,
∏n

i=1 x
mi,m

i )

is called a matrix exponentiation map.

It is easy to see that the composition of two such matrix exponentiation maps is again a
matrix exponentiation, given by the product of the corresponding matrices. One way to see
it is to notice that, taking discrete logarithms, matrix exponentiations become linear maps
given by the same matrices.

In particular, combining the composition property with Lagrange’s theorem, we obtain
the following

Lemma 1.2. Given two n × n matrices with integer coefficients M = (mi,j), N = (ni,j)
such that M ·N is the identity matrix modulo q−1, the corresponding matrix exponentiations
are inverse mappings on (F \ {0})n.

Proof. Since the composition matrix is the identity modulo (q − 1), the j-th entry of the

composition map will be of the form xj · (x
aj1(q−1)
1 · · ·xa

j
n(q−1)

n ) for some integers aj1, . . . , a
j
n.

By Fermat’s little theorem, if all the xi’s are in F∗, this expression will be equal to xj . �

2. Construction of the encryption map

Fix two integers m > n, and a finite field Fq of characteristic p. If we fix two irreducible
polynomials over Fq of degrees m and n, we get isomorphisms (Fq)

m ∼= Fqm and (Fq)
n ∼= Fqn ,

which allows us to see (Fq)
nm, (Fqm)

n and (Fqn)
m as isomorphic Fq-vector spaces. In the

following, we will implicitly use these isomorphisms.
The public key of our cryptosystem is a map F : Fnm

q → Fnm
q obtained as composition of

five maps, F = L3 ◦G2 ◦ L2 ◦G1 ◦ L1, according to the diagram:

Fnm
q (Fqn)

m (Fqn)
m (Fqm)

n (Fqm)
n Fmn

q

F

L1 G1 L2 G2 L3

The maps L1, L2 and L3 are Fq-linear isomorphism and L1 satisfies that for every x ∈
(Fn

q \ {0})m, L1(x) ∈ (Fn
q \ {0})m. The map L2 is designed to verify the condition:

∀y ∈ (Fn
q \ {0})m, L2(y) ∈ (Fm

q \ {0})n.

The maps G1 and G2 are invertible monomial maps (in the sense of Lemma 1.2) whose
entries are powers of p. With all the above conditions it is clear that F is injective in
(Fn

q \ 0)m and the components of F and F−1 are given by polynomials in Fq[x1, . . . , xmn].
The maps G1 and G2 are chosen in such a way that the polynomial F has few monomials
and the polynomial F−1 has a huge number of monomials. More precisely, the map F is a
composition of the following steps:

• An invertible linear map L1 : (Fq)
nm −→ (Fq)

nm given by a matrix that is the
diagonal sum of m n× n boxes.
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• A matrix exponentiation map G1 : (Fqn)
m −→ (Fqn)

m given by an invertible m×m
matrix over Z/(qn − 1)Z that has exactly two nonzero entries in each row and each
column; and such that the nonzero entries are always powers of p.
• An invertible linear map L2 : (Fq)

nm −→ (Fq)
nm given by a matrix that is the

diagonal sum of n m×m boxes (maybe composed with a permutation matrix).
• A matrix exponentiation map G2 : (Fqm)

n −→ (Fqm)
n given by an invertible n × n

matrix over Z/(qm − 1)Z that has exactly two nonzero entries in each row and each
column; and such that the nonzero entries are all powers of p.
• An invertible linear map L3 : (Fq)

nm −→ (Fq)
nm given by a matrix that is the

diagonal sum of n m×m boxes.
The following results can be checked by direct computations:

Lemma 2.1. The maps G1 and G2 can be expressed as polynomial maps in (Fq)
nm

Lemma 2.2. The composition of the five maps is a polynomial map in (Fq)
nm, where each

polynomial has at most (m2 · (d nme+1))2 monomials. Moreover, the variables and exponents
that appear in each monomial depend only on the maps G1 and G2.

Notice that the inverse mapsG−1
1 andG−1

2 can be computed the same way from the inverse
matrices and F−1 is also a polynomial. If the number of monomials in F−1 is not very big,
one can get the coefficient of the polynomial by computing enough pairs (x, F (x)). To avoid
this attack we take the exponent matrix of G1, A1 such that d1 = 1

det(A1)
mod qn − 1 has

an expansion in base p with many non-vanishing digits and the same for G2.
The details of the construction can be found in the documentation presented to the NIST

(see [7]). The parameters that we use and implement for the NIST proposal arem = 3, n = 2,
q = 248 and the public key F has 6 polynomials with 64 monomials each and it has the
remarkable property that each component of F−1 has at least 2100 monomials.

3. Security of the system DME

As in all multivariate systems, the way to invert the public key map F without the secret
key is to solve the polynomial equations F (x) = c (mainly) with a Gröbner basis algorithm.
We have estimated the security against Gröbner basis attack and other standard attacks
against multivariate systems (including some structural attacks). We performed many com-
puter experiments using MAGMA and its implementation of the Faugere algorithm F4 with
the public key polynomials DME for q = 2e and 2 < e < 9. Our estimations are partial
because F4 can find the Gröbner only up to e = 5 (30 bits). For e = 6 or higher F4 can
not find the Gröbner basis because it exhausts the available RAM memory (512GB). The
main experimental conclusion is that for those high degrees the complexity of computing
the Gröbner basis is higher than an exhaustive search over all possible solutions. Another
standard attack is to use the Weil descent, that is to represent F as a polynomial map Q over
F2. Each of the monomials of F involves 4 variables with exponents 2a. The polynomials in
Q will have degree up to 4. There are no sharp estimates of the Gröbner basis complexity
for quartic polynomials, this requires further research.

One promising attack to this kind of system is a structural one. For instance, we can
set the entries of the matrices of L1, L2, L3 as variables and compute the coefficients of the
monomials. If we want to solve the resulting equations, we will get 6 · 64 equations in 48
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variables of degree up to q. This might look like a hopeless task but, since the resulting
coefficients are very structured, there might be specific techniques that could allow such an
attack to work.

Regarding security against quantum computers, the only know attack is against quadratic
systems ([4]).
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